
TransiTion in The fbi

The Bureau’s leadership, most of you know by 
now, is in transitional mode. After 12 years, we 
have to say goodbye and farewell to Robert 
Mueller. Director Mueller has proven to be a 
friend these past years to our organization 
despite the necessity of having to reinvent the 
Bureau’s post 911 Mission. Up until that time, 
the Bureau’s mission was primarily that of the 
nation’s premier investigative service. After 911, 
President Bush mandated or added another 
key responsibility prevention of terrorist attacks, 
not an easy challenge.  A challenge that has 

been met with a number of positive results. The director during this period 
of national concern and congressional scrutiny also had to challenge 
demands for the creation of a separate Intelligence Agency that could 
impair the Bureau’s effectiveness in achieving its mission. Despite all the 
burdens of executive leadership thrust upon him, he found time to attend 
and brief our annual conference every year he was in office. On behalf of 
the FBI NEIA membership we thank him for his service to the nation and 
wish him well in his future endeavours.

President Barack Obama nominated James B. Comey, 52, in June. He 
will succeed Robert Mueller, who stepped down in September after 12 
years heading the agency. “In the face of ever-changing threats, he has 
repeatedly demonstrated his commitment to defending America’s security 
and ideals alike,” Obama said in a written statement about Comey. The 
new director was the Justice Department’s No. 2 official from 2003 to 
2005 under President Bush. He gained attention during a brief stint as 
Acting Attorney General in 2004, when he and Attorney General John 
Ashcroft, who was ill, rejected an effort by White House Chief of Staff 
Andrew Card and White House counsel Alberto Gonzales to have Justice 
renew a program that allowed eavesdropping without court warrants of 
domestic phone calls and emails. With the Obama administration under fire 
following recent revelations about the National Security Agency’s collection 
of records of domestic telephone calls and online communications, that 
2004 episode and Comey’s credentials of serving under a Republican 
president helped make him an attractive candidate for the top FBI job. 
The new director comes from a police family, his grandfather was Police 
Commissioner of Yonkers during the early fifties.  While we have no official 
role with the Bureau, we look forward to providing whatever training/
research support is appropriate in the new administration.
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QuanTico Va. – fbi academy

We don’t have much to report about what’s happening as the fiscal crisis referred to as the “Sequester” has 
put  personnel and programs in a series of questions that have yet to be fully explored and dealt with.  It will 
take some time to sort out how budget cutbacks, programs merged or eliminated and attrition will impact on the 
relationship we have had with the Bureau over the past 38 years.

JoinT conference maJor ciTies chiefs (mcc) / fbi naTional execuTiVe insTiTuTe 
associaTes (fbi neia) / Police execuTiVe research forum (Perf)

Some folks are never too busy to come up with a good idea. For instance, last May, Commissioner Chuck 
Ramsey of Philadelphia and president of both Police Executive Research Forum (PERF) and the Major Cities 
Chiefs Association (MCCA) proposed a trifecta in terms of having a conference with PERF, MCCA and FBI 
NEIA.  

Charlie Connolly and Dick Ayres met with Darrel Stephens, MCC and Chuck Wexler, PERF regarding having 
PERF in our annual conference. An agreement was reached that in 2014 we would have a joint conference 
with each organization participating in the conference’s training, a town hall meeting and the round table 
discussions. Discussion was held on this concept and how various details regarding training site, allotment of 
time or each organization, sponsorship, etc. needed to be negotiated to achieve this objective and provide a 
positive training experience. 

The Board supported this proposal and urged Connolly and Ayres to move forward with preparations to 
conduct a joint training conference in 2014 with the MCC and PERF. Discussions will be continuing during this 
year’s IACP’s conference in October.

neia euroPean meeTinG

The FBI NEIA  held its first European Meeting in Dungarvan, Ireland, July 7 -10, 2013, in cooperation with 
Mercyhurst University’s Global Intelligence Forum. The NEIA President Charlie Connolly attended this 
conference to show NEIA support to our international members. It was an opportunity for the Association’s 
international members to meet with Connolly and bring their interests and concerns to the forefront, seek 
representation of the NEIA Board of directors, and plan and discuss future European NEIA conferences. 
Obviously, the financial situation in Europe and rising conference costs is no different than that of their North 
American counterparts. In discussion with those present, though limited in number, some ideas, comments, 
and some interesting options for a future International event did surface. 

neia elecTions 

Consistent with our bylaws, board elections  takes  place every two years. Bud 
McKinley was instrumental in preparing and monitoring the 2012 elections 
which brought aboard Terry Hillard and Paul Pastor. I might add that we had 
other outstanding candidates such as Joe Monteith, Bob Olson and Grady Judd 
that added prestige to the election itself. The election will be held at our next 
conference in 2014. It’s not too early to think about it. Hillary Clinton appears to 
be getting ready to run in 2016. Why shouldn’t we think about 2014? 
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The outgoing head of the FBI fears another 9/11-style attack on the US, saying the fallout from the Arab Spring 
has bred a number of “violent extremists.” Robert Mueller, who left his post on September 4, said that he fears 
terrorists will target planes, or attack America using a weapon of mass destruction. He warned that the US 
does not have the capability to defend a cyberattack on the country’s energy sector. Mr. Mueller said, “I always 
say my biggest worry is ... an attack on a plane. And secondly, it’s a weapon of mass destruction in the hands 
of a terrorist and that includes a cyber capability that trumps the defenses that we have.” The FBI director said 
terrorism has shifted from Osama bin Laden’s global brand in the aftermath of the 2001 attacks to splintering 
threats arising in the fallout from Middle East uprisings. He said, “Every one of these countries now has cadres 
of individuals who you would put in the category of extremists, violent extremists, and that will present threats 
down the road.” Mr Mueller, who started as FBI head a week before 9/11, has been credited as the architect of 
the bureau’s transformation into a terrorism-fighting agency in his 12 years at the helm. 

http://news.sky.com/story/1132290/fbi-director-fears-9-11-style-attack-on-us 

Alcohol Tobacco Firearms and Explosives reported that slightly less than 190,000 firearms were reported 
lost or stolen in 2012. The audit was ordered by the Obama administration in the aftermath of last year’s 
Connecticut school massacre. The overwhelming majority, 183,660 were stolen guns. That number is up from 
145,300 firearms reported stolen previously reported  for that year by a Bureau of Justice Statistics National 
Crime Victims Survey. The ATF warned in its findings that this “likely reveals only a fraction of the problem” 
as many lost and stolen firearms are not reported. The report also declared “individuals who steal firearms 
are more likely to commit violent crimes with stolen guns, transfer stolen firearms to others and create an 
unregulated secondary market for firearms.”

Philadelphia Police Commissioner Charles Ramsey is justifiably upset that about 90 percent of police officers 
he fired for alleged wrongdoing have found their way back onto the force.“It’s very hard to maintain discipline 
in a police department especially when at every turn you have cases that wind up getting overturned, people 
brought back, and in many cases for some very, very serious allegations,” Ramsey told Harry Hairston and the 
NBC10 Investigators. Among those allegations have been shoplifting, stealing and even sexual misconduct, 
Ramsey said. “There are some cases where, in my opinion, a person has really lost their right to be a police 
officer, to enforce laws, because they themselves have broken laws”. Through arbitration about nine of every 
10 officers Ramsey has let go have found their way back onto the force, the Fraternal Order of Police told 
Hairston. And, about 75 of reinstated officers also get their full benefits and full back pay, according to the FOP. 
Ramsey replied, “I would say that that’s nothing that they should be proud of because many of the people they 
bring back are people that should be fired and should stay fired.” 

This is not just a Philadelphia problem, six Boston cops fired after testing positive for cocaine have been 
ordered reinstated — with back pay — after a state board struck down hair tests as unreliable in a bombshell 
ruling that could have a far-reaching impact on how city workers are drug-tested. Chief Ed Davis is not alone in 
this battle as Mayor Menino has vowed to fight their reinstatement.

While we are on the subject of narcotics, Commissioner Charles H. Ramsey will also pursue a policy of 
rotating officers in narcotics units, an offshoot of an ongoing FBI inquiry into the conduct of investigators 
formerly assigned to drug enforcement. Limiting how long an officer serves on a unit, however, will have to be 
negotiated with the police union. The current contract expires in June 2014, and Ramsey says he expects a 
fight.” It will be a huge battle in the next contract. Am I optimistic? Not terribly,” he said. Ramsey, who served 
as chief in Washington and as a deputy superintendent in Chicago, said it was far more difficult to change 
union contracts in Philadelphia than in those cities. The FBI is investigating six officers from the Narcotics 
Field Unit South and at least five current and former officers from other units, police officials say. The District 
Attorney’s Office, meanwhile, has withdrawn prosecutions in about 270 cases of the six from the field unit.”I 
got a problem. I’d like to fix it,” Ramsey said. “Should there be a rotation? Yes.” Under Ramsey’s plan, no more 

naTional news
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than a quarter of the officers in any unit would be rotated in a year. This is not the first time such transfers 
have been recommended. A 2002 report by the now-defunct Philadelphia Police Integrity Office cited multiple 
dangers in keeping officers in antidrug units indefinitely. The report, which followed the federal prosecution of 
officers in North Philadelphia, said long stints in drug units can cause investigators to become “too insular, self-
protected, and burned-out.” The report said law enforcement agencies around the country required transfers 
of narcotics officers every three to four years. At the time, the city endorsed the recommendation for rotations. 
The proposal, however, went nowhere. John McNesby, president of the Fraternal Order of Police Lodge 5, 
said the union opposes a blanket time limit for serving in narcotics.” There’s no reason to rotate everyone 
out,” McNesby said. “That’s absurd. Officers become better at what they do as the years go on. They become 
specialized in something. And you want to get rid of that?” But McNesby said he would not oppose moving 
narcotics officers from one drug unit to another in a different section of the city. McNesby said such transfers 
would let officers continue drawing on their experience in fighting drugs and ensure that they do not become 
too cozy with informants. Ramsey dismissed the union’s approach.” That’s not going to change anything,” he 
said, stressing that much of the benefit of rotation comes from shifting officers to different types of work.” It’s 
not just an integrity issue,” he said. “I think rotation is just good for rounding out one’s career, being exposed to 
different things, having an opportunity to work in different units.”

Editorial comment: Unions have an important role to play but being in charge is not one of them. Their 
members have a right to union protection, but not a guarantee of tenure regardless of serious misbehavior. 
Police officers perform admirably under difficult circumstances but I suspect that we would be in a better place 
if more police officers would display some anger at those whose outrageous behavior embarrasses the good 
reputation of their department. Rarely do you hear an officer displaying anger at a fellow officer who actions 
were way over the line.

The doctrine of who is in charge was raised  recently in Phoenix when three Phoenix police commanders were 
reassigned to lesser roles and another four were promoted to new positions in the agency’s command staff on 
Tuesday in a long awaited shake up at the top of the department.

Police Chief Daniel V. Garcia took over the department more than a year ago, in May 2012, and announced 
the moves on Tuesday after conducting interviews with current command-level officers for each of the 
positions. Garcia said that he knew he walked into an outstanding department last year, and he’s spent the 
last year evaluating his command staff to determine who he wanted in some of those key positions as Garcia 
moves forward in his leadership role. “I had the power to make changes if I felt I needed to,” Garcia said. 
“Every day is an audition.”

Garcia said in the last year the newly appointed commanders had showed a commitment to working with the 
community, members of city government and other officers and police departments. “This is the right team for 
right now,” he said. Garcia, who came to Phoenix after an 33-year career with Dallas police, became the first 
outsider to lead the Phoenix police department, but said he did not conduct interviews with outside candidates 
to fill the command-staff positions. “The Phoenix police department is blessed with great officers,” Garcia said.  
“I didn’t have to look any further than this organization.”

However, the Law Enforcement Police Association were upset stating that it was the first time in 30 years  
they were not consulted or had input into the proposed changes. If a chief is to be held accountable I don’t 
see the value of sharing that responsibility with those who will not be accountable for the results. I believe our 
membership would agree with Chief Garcia.

Denver Police Chief Robert White rejected scores of performance evaluations for civilians who work for the 
police department, saying the ratings were too high and “not everyone is outstanding.” That means many 
non uniformed city employees expecting to receive merit raises based on their performance reviews may 
not get their anticipated raises — a double blow coming just as the city lifted furloughs for the first time in 
five years. “For me, it is about doing the right thing,” White said Tuesday. “Don’t water down the process.” 
White, who has been chief for 14 months, has been leading a change in the department that has included 
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flattening the command staff and forcing commanders, detectives, technicians and corporals to reapply for 
their positions. He also has hired civilians to assume desk jobs held by police to get more cops on patrol. Now, 
he is challenging how those civilians and sworn officers get evaluated. “It’s so much easier to give everyone 
something than making those tough decisions. That is part of what we are changing in our agency.” White said 
he sent back all of the evaluations after noticing many employees had been given “outstanding” or “exceeds 
expectations” or “successful” ratings — or 5s, 4s or 3s on the 5-tier scale — entitling those employees 
to a merit raise.” The reality of it is the justification didn’t meet the rating,” he said. “When you have more 
outstanding than average, that needs to be addressed. You are doing a disservice to the exceptional employee 
by saying that everyone is exceptional.”

White said he is also working to change the evaluation system for his officers. City employees are supposed 
to meet one-on-one with their supervisors to learn the results of their evaluations and about their expected 
raises.” There is going to be a lot of grief,” said Denis Berckefeldt of the Denver Auditor’s Office. “He is 
not going to be making a lot of friends. Usually everyone gets a satisfactory or above. The agencies don’t 
downgrade anyone. No one wants to do that. People say, ‘It’s not my money. Why do I care?’” Berckefeldt 
said he is impressed that White is taking on the issue.”To give the chief credit, he has taken on a lot of sacred 
cows,” he said. “You have to give him credit for saying, ‘This is what I was asked to do and now I’m going to do 
it.’”

Mayor Stephanie Rawlings-Blake joined Baltimore law enforcement leaders Thursday to pledge “renewed 
energy” in cracking down on crime, highlighting an initiative to boost cooperation between state and federal 
prosecutors. The move doubles the number of city prosecutors who can try cases in federal court — where 
penalties are often stiffer for repeat offenders — by bringing on two new state’s attorneys to focus their 
efforts on violent crime in East and West Baltimore. The new positions were approved this year as part of the 
city budget that went into effect this month. At a news conference, Rod J. Rosenstein, the U.S. attorney for 
Maryland, said the funding decision was indicative of Baltimore’s resolve to prevent violent outbursts like the 
one that recently saw dozens shot and 23 killed over a span of three weeks.

“It was only 18 months ago that we achieved a result that many people thought was impossible — lowering the 
annual murder rate in Baltimore below 200,” Rosenstein said. “We intend to do that again.” The moves help 
bolster Rosenstein’s ranks, which have been reduced because of federal budget cuts. Even so, his office has 
been taking on more gun cases through the Exile program, from 151 defendants in 2006 to 239 in 2011.” The 
two special assistant United States attorneys will enhance our ability to identify the most dangerous offenders 
and prosecute them in the federal system,” Rawlings-Blake said. “We’re not only doubling this crime-fighting 
initiative but doing it in a targeted, strategic way by assigning these two prosecutors to specific areas in the 
Eastern and Western [police] districts where we’re seeing the most violence,” Bernstein said. The additions 
follow substantial staffing changes made at the Baltimore Police Department, where Commissioner Anthony 
W. Batts shifted commanders throughout the city, promoting 15 commanders Tuesday, and put new leaders 
atop four patrol districts and investigative divisions. Batts said those changes reflected the understanding of 
the department he’s gained since taking over last fall. But some of the moves drew concerns from City Council 
members, who called for continuity after the recent violence. Homicides and nonfatal shootings have increased 
in Baltimore compared with the same period last year. Nonfatal shootings over the past month are up 115 
percent compared with the same period last year. If that pace continues, it would reverse six straight years of 
declines in nonfatal shootings. Representatives from the U.S. attorney’s office, the state’s attorney’s office and 
the police have been conducting high-level meetings to develop investigations and take down individuals and 
groups that they believe are responsible for much of the city’s violence.”

State and federal prosecutors confer often about state cases that could be pursued at the federal level, 
where prosecutors have a near-perfect conviction rate and jurors are pooled from around the state. Federal 
prosecutors often obtain longer sentences against defendants who are believed to be involved in violence 
but are charged with lesser crimes. For example, because of his previous felony convictions, a man thought 
to be at the center of a drug war in 2009 was sentenced to four years in prison after police found a box of 
ammunition in his bedside drawer.
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Ironically, while we attempt to improve our apprehension potential, there are continual efforts to undermine 
the apprehension results of such efforts. With over two million prisoners incarcerated, the country with the 
third largest population reportedly has 25% of the world’s prison population. Something has to give and the 
nation’s most populated state is being directed to do just that.  In a major setback for Gov. Jerry Brown, the 
U.S. Supreme Court on Friday declined to block a court order that he release 9,600 inmates from state prisons, 
moving California a step closer to relocating or freeing those prisoners by the end of the year. The state can 
still pursue its appeal — and the administration vowed to do so. But the court’s 6-3 vote was a disappointment 
for Brown, who had launched a political crusade against a three-judge panel that has consistently ruled that 
overcrowded prison conditions violate the rights of inmates. The panel has ordered Brown to bring the number 
of inmates in its prisons down to 112,164 by the end of the year. Brown’s lawyers told the justices that the 
state has improved the treatment of inmates, easing crowding by keeping tens of thousands of prisoners in 
county custody and spending hundreds of millions of dollars to improve the quality of prison healthcare. The 
panel’s demands, Brown has argued repeatedly, create a serious public safety threat. The state had asked 
the high court to put the panel’s order on hold while an appeal goes forward. But the Supreme Court was not 
persuaded. The majority denied Brown’s request for a stay without comment.

Although the latest turn in California’s long-running prison saga could lead to large-scale releases, the 
administration has alternatives. It could, for example, send inmates to private facilities, most of which are out 
of state. The administration has contracts in place to enable such a move. But it would be costly to taxpayers 
and could create political problems with unionized prison guards. Prison officials, meanwhile, have already 
started to identify thousands of inmates who are near the end of their terms. They are also looking at some 
900 inmates who have serious illnesses and thus are considered less dangerous. But as the state’s prospects 
in court look increasingly grim, law enforcement officials are warning the rulings will have consequences.”The 
federal courts are making decisions that can impact negatively on public safety,” said Steve Whitmore, a 
spokesman for Los Angeles County Sheriff Lee Baca. He said the department is already stretched to its limit, 
and the county can’t handle more state inmates in its jails or convicted felons released early into the streets. 
“Enough is enough,” he said. Kim Raney, president of the California Police Chiefs Assn., said the court had 
placed “convicted criminals’ concerns over the safety of California’s communities and citizens.” The Supreme 
Court last weighed in on the prison dispute two years ago, when the court upheld by a vote of 5 to 4 a District 
Court three-judge panel’s order that the state ultimately bring its prison population down to 137.5% of the 
capacity for which the facilities were designed, or by 46,000 prisoners. The high court agreed with the judges 
that prisoners were dying from a lack of decent medical care, resulting in “cruel and usual punishment.” 
However, the Supreme Court left open the possibility that California could escape the court-ordered targets if it 
later showed that it was making progress in protecting inmate rights. Los Angeles County Supervisor Michael 
D. Antonovich called on the governor to more aggressively move inmates into private facilities.” The governor 
has only two choices,” he said in a statement, “transfer inmates to in-state and out-of-state detention facilities 
through contracting, or release 9,000 dangerous felons into our communities. It’s a no-brainer. The governor 
needs to stop pussyfooting.”

Note:  While this disagreement will continue there appears to be greater consensus even among law 
enforcement to examine the rehabilitation practices. Even some top law enforcement officials have suggested 
that we can’t “arrest” our way out of our crime issues. Some suggestions include initiating work skills that 
improve their chances to stay out of prison once released. Given the high recidivist rate, it seems reasonable 
that no one should leave prisoner without the ability to read and write at an acceptable level.  That would also 
interfere with some one’s “rights” so that’s another issue for another day. On overcrowding, many of our service 
personnel are forced to bear that burden in naval vessels. Sure some “concerned individuals” would claim “but 
they volunteered, the prisoner didn’t.” Maybe some judge would cite that committing a serious crime knowing 
that there is a prison penalty might imply some form of volunteerism.”

Boston’s Police Commissioner Ed Davis shared with a Senate panel that the Justice Department failed to 
share information on terrorism threats with local officials before the Boston Marathon bombing. A House 
committee chairman criticized the FBI for declining to appear at a House hearing on the same subject.
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“There is a gap with information sharing at a higher level while there are still opportunities to intervene in the 
planning of these terrorist events,” Police Commissioner Edward F. Davis III told the Senate Homeland Security 
and Governmental Affairs Committee. He said information sharing should be made a mission statement 
requirement for local Justice Department task forces on terrorism organized by the FBI. Three people were 
killed and more than 260 injured by twin blasts near the finish line of the Boston Marathon on April 15. Now, as 
then, law enforcement officials say information about threats known by one agency sometimes doesn’t make it 
to another agency that may be in a position to prevent bloodshed. Davis, for example, repeated that his police 
department was unaware of information the Justice Department had prior to the bombings about Tamerlane 
Tsarnaev’s six-month trip to Chechnya last year.

Tsarnaev was killed in a shootout with police days after the bombing. Since then officials have tried to assess 
whether he was influenced by Islamist radicals. His brother, Dzhokhar, pleaded not guilty Wednesday to a 
30-count indictment in federal court in Boston.

FBI spokesman Paul Bresson said later that the agency had briefed the House committee on several 
occasions and would continue to do so, but that it also has a responsibility to “protect the integrity of the judicial 
process” in which the sole surviving suspect is being prosecuted.

Davis said the FBI was helpful after the bombings and pointed out that much has been done to improve 
information sharing and communications. But he said the “memorandum of understanding” that organizes the 
joint task forces should include a requirement to brief local law enforcement regularly on threats.

Michael Leiter, former head of the National Counterterrorism Center, agreed that task force rules make sharing 
information, some possibly classified, difficult. Experts testifying at the Senate hearing said Boston’s response 
to the attack actually was exemplary, in part because the city years ago built relationships and forged disaster 
plans among law enforcement, medical personnel and other responders. They said Congress should support 
similar efforts in other cities large and small.

Commissioner Davis  announced on 9/23/13 that he was stepping down after seven years indicating it was 
time for a change for both him and the city. The article quoted Davis as “leaning heavily” towards a fellowship 
with Harvard University but was entertaining other offers.

By the way, Commissioner Davis has been added to the speculation list for the Homeland Security post. He 
joins Ray Kelly ( NYPD), Bill Bratton ( Boston/NYPD/LAPD), Thad Allen, retired Coast Guard Commandant, 
TSA Administrator John Pistole (retired FBI) and Jane Holl Lute, that department’s former deputy secretary. 

Chief Edward Flynn, Milwaukee Police Department, announced that the Police Department has a new 
organizational structure that partially divides it into three geographically defined command bureaus. The 
department had been divided into administration, neighborhood policing and criminal investigation bureaus that 
reported to police Chief Edward Flynn. Now, the department is broken into South, Central and North Command 
bureaus with individual police districts, investigation units and task forces falling under those. The three 
command bureaus report directly to the chief, as do separate Risk Management, Specialized Investigations 
and Strategic Management bureaus. Commission Executive Director Michael Tobin wrote in an email to the 
Journal Sentinel that the reorganization will create three “mini-departments” within the department.” I don’t 
think the average person will notice the difference, but I do believe we will have better accountability over 
individual officers through a shorter, more direct chain of command,” Tobin wrote. In a letter to the commission, 
Flynn wrote that the change “orients our operations around the very core of community policing: our 
neighborhoods.” 

The Chicago Police Department has started pairing facial-recognition technology with the city’s 24,000 closed-
circuit television cameras to help catch suspects. A recent Chicago Sun-Times piece identifies Pierre Martin, 
34, as the first person to be arrested as a result of the new high-tech program. Martin is facing a charge of 
armed robbery with a firearm after a camera owned by the Chicago Transit Authority captured an image of 
his face and investigators were able to match it to one of the 4.5 million criminal booking shots in the city’s 
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database. The facial analysis program, NeoFace, is used by law enforcement agencies from all across the 
world to extract biometric data from an image and match it to another. NeoFace exemplifies “facial recognition 
as an effective and nonintrusive tool for identification,” according to a press release from NeoFace’s parent 
company, NEC Corporation of America.

Civil liberty advocates in Chicago warn that programs like NeoFace will let police profile anyone of their 
choosing. “Given Chicago’s history of unlawful political surveillance, it is critical that appropriate controls be 
put in place to rein in these powerful and pervasive surveillance cameras now available to law enforcement 
throughout the city,” said Harvey Grossman of the American Civil Liberties Union of  Illinois. “The ubiquity and 
technological reach of Chicago’s surveillance camera system present a fundamental threat to the privacy and 
First Amendment rights of all persons in Chicago,” said ACLU of Illinois senior staff counsel Adam Schwartz. 
“The current mayor and other city officials have said that their goal is to place a camera on every corner, 
blanketing the entire city in an integrated fashion. If that goal is achieved, the lives of residents of Chicago 
will be changed. We will be forced to make decisions about where to go and when with the knowledge that 
all of our actions can be watched and recorded.” Chicago Police Cmdr. Jonathan Lewin refuted the idea 
that NeoFace would be used inappropriately, “There will absolutely be no random surveillance — and facial 
recognition—of subjects in the public way,” Lewin said.

Chicago should adopt a New York-style, zero-tolerance approach to criminal offenses such as drinking and 
urinating in public and illegal gambling, the city’s top cop said recently. Police Supt. Garry McCarthy indicated 
support for a proposed ordinance working its way through the City Council that would allow officers to arrest 
individuals who ignore tickets they received for the bad behavior. People who pay the fines and comply with 
the law would not be targeted, he said. McCarthy says the idea harks back to his former city, New York, which 
imposed a so-called “broken-windows” theory of policing that is credited with making the Big Apple safer. 
Under the concept, police do not tolerate minor infractions such as broken windows and thus nip more serious 
crimes in the bud. “Fixing the little things prevents the bigger things,” McCarthy said at a news conference 
about anti-gang efforts. McCarthy says 65 percent of the tickets police issue for the “quality-of-life” violations 
are currently ignored by offenders. “If those tickets go unanswered, the next time we encounter that individual, 
they will be placed under arrest,” he said. “That will change the behavior of the criminal who previously threw 
that ticket away.”

The superintendent’s remarks about zero tolerance come as his department is facing criticism for redirecting 
officers away from certain emergency calls to focus on violence in neighborhoods. Officers will no longer 
respond in person to crimes such as car thefts and home burglaries where offenders have already gotten 
away. The department will still document the crimes. 

Speaking of New York, that department is introducing new tool for police officers. The ability to possess what 
can be termed as having key data at their fingertips.  It was described via the following scenario. As officers 
walked up to the entrance of a Harlem housing project, one of the officers reached into his pocket and pulled 
out the newest tool in the Police Department’s crime-fighting arsenal: a Smartphone. Officer Tom Donaldson 
typed in the building’s street address, and the officers suddenly had access to the names of every resident 
with an open warrant, arrest record or previous police summons; each apartment with a prior domestic incident 
report; all residents with orders of protection against them; registered gun owners; and the arrest photographs 
of every parolee in the building. We have come a long way from simply carrying a firearm, a flashlight, 
handcuffs and a night stick. 

Chief Jane Castor is happy to report that crime in downtown Tampa has dropped 23 percent since last year, 
and while police don’t give all the credit to the surveillance cameras bought for the Republican National 
Convention, they’re glad to have the technology. “They’re just another tool in our toolbox,” Police Capt. Mike 
Baumaister told the City Council on Thursday, adding that he thinks the cameras had an impact on downtown 
crime. The reduction came in the total number of four serious crimes — burglary, robbery, auto burglary and 
car thefts — for the first seven months of 2013, compared with the same months last year. (Car thefts actually 
rose, but the others fell). Tampa spent $2 million from a $50 million federal security grant to buy the system 
for the RNC. It got 119 new cameras, 78 of which are focused on 58 different downtown locations. Six are 
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trained on the Tampa Convention Center, while five are at the Tampa Bay History Center and five more cover 
Curtis Hixson Waterfront Park. The cameras have stayed on since the convention, which took place a year 
ago. Police do not actively monitor them, but they can look at the video when a crime takes place. “Police 
have put the trailer-mounted cameras, along with big banners and blue lights, in the parking lots of stores with 
shoplifting problems and have seen thefts drop. In coming months, city officials expect to propose spending an 
estimated $164,000 annually to maintain them and $22,000 to license the system’s software. Also important to 
consider, said council member Harry Cohen, are cases like the Boston Marathon bombing where surveillance 
cameras played key roles in events. Under the policy, none of the system’s resources, including the trailer-
mounted cameras, can be used without the approval of the criminal intelligence command staff. In addition, 
anyone using the system must have a unique user name and password. The system tracks what each user 
looks at, so there is a record if someone uses the system for non-police business. The camera system can’t 
listen to or record audio. Police store video for 30 days. After that, files are released to be used again unless 
they are being saved as evidence. Except for evidence, no video is retained for more than 120 days.”These 
days, when people are out in public, they should not be surprised if there’s a camera — be it a government 
camera, private camera or someone with a cell phone,” Assistant City Attorney Rebecca Kert said. “That’s the 
reality of the world today.” Recently, New York’s Mayor said the same thing.

Speaking about surveillance, Direct Action groups are always a challenge to police containment measures. 
They continually adapt to counter police actions. Recently on one of their web sites, they suggested some 
interesting methods of attack. Obviously we should evaluate the potential threat posed by these groups and 
the actions of other ideologically similar groups. Below are some “methods of attacks” that they posted on their 
web-page.

1 - Plastic bag filled with glue
2 - Stickers and tape - Placing of sticker or tape over lens.
3 - Paint gun - Easy to disable many cameras in a short period of time.
4 - Laser pointer - Laser pointers of <5mWatt or more can temporarily blind and may even permanently 
damage CCTV cameras.
5 - Cable Cutting - Casual glance at dangling cables.
6 - Block drop - Climb to the roof of a building on which the camera is mounted with some heavy weights 
and drop them on the cameras below.

The road to driverless driving – look ma, no hands

Let’s look at the state of the art of autonomous vehicles, and how they could change the automotive business 
and society. No longer the stuff of science fiction: a car that’s a safer driver than you are. While major 
automakers unveil their visions for the autonomous car, and authorities move toward licensing them, the latest 
advanced driver assistance systems (ADAS) make it clear we’re halfway there already. So-called driverless 
cars, decked out with cameras and sensors, are great news for automotive suppliers of sensing technology. 
But they could be profoundly disruptive for automotive OEMs and other stakeholders, reshaping everything 
from how cars are owned to how we move through urban settings. At the moment, there are two parallel 
roads to driverless driving: One heads straight to a self-driving vehicle, with suppliers working on complete 
autonomous driving systems they hope to sell to auto makers. The other road involves automakers and parts 
suppliers working on incremental advances in ADAS that could eventually fuse into an autonomous system.

A report by KPMG and the Center for Automotive Research concurs. “If self-driving vehicles become a reality, 
the implications would also be profoundly disruptive for almost every stakeholder in the automotive ecosystem,.  
Reducing crashes, easing congestion and, thereby, reducing the need for infrastructure investment, and 
getting accurate info on travel times are but a few of the good things to come with autonomous vehicles. But 
car makers would not benefit from this upside. With fewer cars being totaled in crashes, they’d sell fewer 
replacements. Driverless cars could also reduce the need for personal vehicles, Godsmark says. Today, a 
family with two teenagers might have four cars parked in the driveway. But they might make do with two or 
even one self-driving auto, which could take the kids to school and then return to take mom to work or let dad 
run his errands. In fact, driverless delivery vans could make it more cost-efficient for dad to have groceries 
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delivered, instead of driving to the supermarket. Taken a step further, a family car could become an income 
generator instead of a liability, Godsmark says, thanks to entrepreneurs who will create car-sharing services 
accessed by Smartphone apps. “We will use our car to get to work and then release it to the autonomous fleet, 
pay a fee to the fleet company to coordinate rides, and, at the end of the day, maybe even have them clean it 
for us,” he says. I wonder how you car jack such a vehicle?

By the way, if self driving doesn’t concern you, I read recently about a product that can be put in one’s car that 
will record enough to determine the driving habits and behavior  of its owner. The stated purpose is to provide 
the insurance company with the ability to lower insurance rates for good drivers. Currently, there is no penalty 
for those deemed “reckless” only a warning advisory.  That’s sure to change. 

son, don’t Point That computer at me

A Department of Homeland Security intelligence bulletin warns it could be “impossible” to stop 3D printed 
guns from being made, not to mention getting past security checkpoints. Their May 21 bulletin states that 
the guns, which can be made via computer by downloading blueprints into cutting edge computers that mold 
three dimensional items from melted plastic. Such poses public safety risks and are likely beyond the current 
reach of regulators. The guns threaten to render 3D control efforts useless as it becomes more widespread. 
It was the brain child of a University of Texas law student whose nonprofit company has successfully made 
and fired such a weapon. Even though the U.S. State Department directed that this particular “file”  not share 
the process, the genie is out of the bottle, as over a 100,000 plans for the gun called “The Liberator” were 
downloaded in just a few days before the shut down request. As of now, such could defeat magnetometers, 
are without serial numbers, and hinders ID and ballistic testing. We always worried about what our kids were 
watching on the Internet, now we have to pay attention to what they are making!

u.s. nuclear facilities vulnerable to terrorist attack: study Published 14 august 2013 

Report indicates inadequate defense against theft or terrorist action // Source: techpro.com.vnIn a July 2013

A paper and presentation at the annual meeting of the Institute of Nuclear Materials Management (INMM), the 
Nuclear Proliferation Prevention Project (NPPP), located in the LBJ School of Public Affairs, University of Texas 
at Austin, reported that some U.S. nuclear facilities are inadequately protected against theft of weapons-grade 
materials and sabotage by terrorists. The most vulnerable reactors are in California, Connecticut, Florida, 
Massachusetts, Maryland, Missouri, North Carolina, New York, Texas, and Virginia. An NPPP release reports 
that the INMM paper and presentation were both based on a longer NPPP Working Paper #1, “Protecting 
U.S. Nuclear Facilities from Terrorist Attack: Re-assessing the Current ‘Design Basis Threat’ Approach,” co-
authored by former NPPP graduate research assistant Lara Kirkham and NPPP coordinator Alan J. Kuperman. 
The NPPP notes that nuclear power plants are not required to protect against a credible terrorist attack such 
as occurred on 9/11. Even some U.S. government nuclear facilities are not protected against a credible threat 
because security officials argue that terrorists do not value the sites or that the consequences would not be 
catastrophic. To the contrary, the paper explains, it is impossible to know which high-value nuclear targets 
are preferred by terrorists, or which attacks would have the gravest consequences. Accordingly, the NPPP 
recommends that Washington should require a level of protection at all potentially high-consequence U.S. 
nuclear targets — including both power reactors and facilities with bomb-grade material — which is sufficient 
to defend against a maximum credible terrorist attack. To meet this standard at commercial facilities, the U.S. 
Nuclear Regulatory Commission (NRC) should upgrade its “design basis threat,” and the U.S. government 
should provide the requisite additional security that is not supplied by the private-sector licensees. 

The Working Paper served as the basis for a major new report, which was released on Thursday, August 15, 
2013. The report notes that terrorist attacks on vulnerable nuclear facilities could trigger a meltdown or lead 
to a diversion of bomb-grade uranium. The report stresses that the danger is far from hypothetical since the 
9/11 hijackers are known to have considered flying a passenger jet into a U.S. nuclear reactor before they 
settled on the World Trade Center as their main terror target. The report was prepared at the request of the 
U.S. Department of Defense, and its findings have implications for all U.S. power reactors and some university 
research reactors.
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inTernaTional news

I sense that the Sovereign Citizen movement is a concern in the U.S. given that the FBI’s report last year 
indicated a potential of  200,000 among its membership or who seem to believe in such a movement. A 
movement that ignores government authority and regulation. Given the serious and predictable political divide 
in the US as to what and how much government is needed to govern, maybe this will be a greater problem 
in the future. Even now, it can be a problem of personal safety for law enforcement officers. It appears that 
the  Sovereign Citizen movement is growing in Canada, officials warn. An example, Brian Alexander is a 
self-proclaimed Freeman-on-the-Land, and one of a growing number of Canadian followers of the so-called 
“Sovereign Citizen” or “Natural Persons” movement. He introduces himself as “Brian Arthur of the Alexander 
family,” and before he’ll answer any questions, he asks a reporter to declare that she is not a government 
employee. He drives without a license and does not pay income tax. Notaries have found themselves 
embroiled as many Freeman attach inexplicable importance to having notaries authorize documents the 
Freeman have invented to declare their status. “What we’ve seen over the last year is an increasing level of 
frustration, an increasing level of desperation. People just don’t like the idea that someone isn’t going to help 
them with their fantasy.” They are very confrontational in that general society discourages its members from 
signing the “nonsensical” legal documents. The article quoted, “We’ve had a number of instances now where 
they’ve needed to call police or security.” According to the report, there have been a number of “hard take-
downs” by police in B.C. involving Freemen who refuse to have a driver’s license and, sometimes, automobile 
insurance. The Law Society of B.C. and B.C. Notaries have both issued warnings about Freemen, which the 
law society said in a bulletin last year may number as many as 30,000 in Canada. RCMP and the Canadian 
Association of Chiefs of Police officers are currently developing awareness materials for frontline officers, and 
the movement is the subject of upcoming policing seminars in Vancouver and Toronto.“The RCMP is aware of 
the Freeman-on-the-Land ideology and the interaction that some police jurisdictions have had with individuals 
who follow this movement. Additionally, in the recent years, the RCMP has received correspondence directly 
from followers of this movement,” RCMP spokeswoman, Julie Gagnon says. “Individuals associated to this 
movement are a concern because some followers advocate violence to promote their views and this may 
involve violence toward police officers. There are officer safety concerns when dealing with followers of this 
movement during routine police interaction.”

http://o.canada.com/2013/09/02/sovereign-citizen-movement-growing-in-canada-officials-warn/

aPril marked The sTarT of a new era as The sinGle Police serVice of 
scoTland GeTs To work. 

The former eight police forces have been consigned to the past but policing in Tayside and Fife continues 
unabated with the creation of Tayside Division and Fife Division. In terms of such consolidation, an article on 
two former entities suggest the change is occurring without too many bumps in the road.

Tayside now has four policing areas — Angus, Dundee North, Dundee South, and Perth and Kinross — with 
four chief inspectors in charge. The policing areas comprise 12 local sections, headed by local inspectors, and 
these are made up of 28 ward areas.

Chief Superintendent Hamish Macpherson, in command of Tayside Division, praised his officers and staff for 
the work undertaken.

“Through the years the Tayside public has expected very high standards from its police service, and I am proud 
that the officers and staff of Tayside Police have consistently delivered in accordance with those expectations 
throughout the 37 years-plus of Tayside Police’s existence,” he said.

“They all deserve great credit for their continued high standards of performance in support and protection of 
the public, while at the same time assisting with the greatest transition in the history of our service.
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“The process of change will continue apace, but it is testament to them that the baton will be passed from old 
to new without any impact on our service delivery.

“It is a new day and a new dawn for the Police Service of Scotland and for every one of our officers and staff. 
But the reality is that I do not anticipate that people will notice any obvious difference where they live and work.

“The community officers that were there on March 31 will still be there today. They will still be available to them 
where they live and we would encourage residents to take time to speak with them, particularly if they have 
any issues or concerns. Community policing and keeping people safe remain our priority.”

Chief Superintendent Garry McEwan of the new Fife Division previously gave the assurance that community 
policing would be preserved. He said, “The community policing ethos that has been here in Fife for a number 
of years will continue.” “There is no suggestion at all that any officers, community or otherwise, will be taken 
away. I can provide reassurance that it will be business as usual in Fife. Performance has been improving year 
on year and for me that’s not going to change.” The new single police service will mean local divisions, such as 
Tayside and Fife, are able to draw on greater resources and specialist services more readily than before.

Despite promises, the new force will ultimately lead to greater information and intelligence sharing, concerns 
have been raised over lack of compatibility among existing IT systems. Police chiefs admit “work still needs 
to be done” to address the IT needs of the single service but insist the transition to a single force will not be 
hampered. It will be interesting to see what, if any, unintended consequence may surface as the process 
proceeds.

Making an effective cohesive force out of what were previously eight independent entities is not Scotland’s 
only challenge.  There is some disagreement as to how that country is dealing with the Muslim community 
and terrorism. Although the Scottish government may be convinced it is engaging with the Muslim community, 
in truth it is funding Islamist groups with extremist agendas and ties to terrorism. At least that is what the 
newspaper is reporting. The Daily Express revealed last week that Islamic Relief Worldwide, a British 
charity accused of links to terrorism, was presented with £398,000 of the taxpayers’ money by the Scottish 
Government last year, as part of its £9 million International Development Fund. The funding was announced 
by Scottish politician Humza Yousaf, formerly the Media spokesperson for Islamic Relief Worldwide, and 
currently a Scottish National Party Member of the Scottish Parliament and Minister for External Affairs and 
International Development. This grant comes in addition to the European Union’s grant of €22 million provided 
to Islamic Relief Worldwide between 2007 and 2011. In 1999, Islamic Relief Worldwide received a payment 
of $50,000 from a Canadian charity that the US Department of the Treasury identified as a “Bin Laden front.” 
In 2005, the Russian Government accused Islamic Relief of supporting terrorism in Chechnya. In 2006, the 
Israeli Government designated Islamic Relief a “terrorist front.” After three weeks’ detention in Israel, the 
head of Islamic Relief’s operations in Gaza, Ayaz Ali, was deported by Israeli authorities after being accused 
of funneling money to banned organizations and storing images of swastikas and Osama bin Laden on his 
computer. In November 2012, the Swiss Bank UBS closed the account of, and blocked all donations to, Islamic 
Relief due to “counter-terror concerns.”

A considerable number of Islamic Relief officials are reportedly also connected to extremist groups: 

• Ibrahim El-Zayat, a trustee of Islamic Relief, is a leader in both the European and the German Muslim 
Brotherhood, an extremist Islamist organization with branches all around the world.

• Dr. Ahmed Al-Rawi, the former head of the Federation of Islamic Organizations in Europe (FIOE) and the 
Muslim Association of Britain (MAB), was also previously a director of Islamic Relief. FIOE is a leading 
advocate of jihadist Egyptian scholar, Yusuf Al-Qaradawi.

• Issam Al-Bashir, a former Director of Islamic Relief, is the former Minister of Religious Affairs in the Sudan 
and has held many positions associated with the global Muslim Brotherhood.

• Dr. Hani Al-Banna, the co-founder of Islamic Relief Worldwide, was formerly affiliated with Muslim Aid, 
a London-based Islamic “charity” which was previously a “partner organization” of the Al-Salah Islamic 
Association. The US Government has officially designated Al Salah a terrorist entity.
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The Islamic Relief’s long history of organizing events with extremist speakers is also revealing. In 2009, for 
example, the charity invited Yusuf Estes, a prominent hate preacher, to speak at nine Islamic Relief events 
across the UK. In the past, Estes has instructed husbands to beat “disobedient wives.” He has also called for 
the killing of homosexuals:

“Islam considers homosexuality as a sexual deviation leading to a perverted act which goes against the natural 
order Allah intended for mankind. … In order to maintain the purity of the Muslim society, most Muslim scholars 
have ruled that the punishment for this act should be the same as for zina (i.e. one hundred whiplashes for the 
man who has never married, and death by stoning for the married man). Some have even ruled that it should 
be death for both partners, because the Prophet … said, ‘Kill the doer and the one to whom it was done.’”

The Scottish Government has always appeared willing to consort with extremists. The leader of the Scottish 
Government, Alex Salmond, has met with Dr. Azzam Tamimi, a leading advocate in Britain for the Palestinian 
terror group Hamas. Tamimi declared in 2004, “If I can go to Palestine and sacrifice myself, I would do it.” In 
2005, Tamimi said, “We have been impressed by the warm and welcoming attitude of the SNP.”

Further, in 2005 Salmond was happy to speak on the same platform as Sir Iqbal Sacranie, a leading British 
Islamist who said of the author, Salman Rushdie, “Death, perhaps, is a bit too easy for him.”

The donation to Islamic Relief is not the first time, in fact, that the Scottish Government has provided financial 
support to extremist charities connected to Scottish National Party members. In 2010, opposition parties 
called for an independent investigation into the Scottish Islamic Foundation (SIF), which is headed by Humza 
Yousaf’s cousin and a fellow SNP parliamentary candidate, Osama Saeed. The SIF was handed more than 
£400,000 by SNP ministers.

Osama Saeed was previously the spokesperson for the Muslim Association of Britain, which is the leading 
voice of the Muslim Brotherhood in Britain. In 2005, Saeed called for the re-establishment of the caliphate, an 
Islamist aspiration to unite the Islamic World under one Islamic theocracy. In 2006, Saeed voiced praise for the 
late Al Qaeda leader, Anwar Al-Awlaki, writing:

“Imam Anwar Al-Awlaki was originally hounded in the US because two of the 9/11 bombers happened to pray 
at his mosque. Many of my Muslim readers will either know him personally or have heard his lectures. He 
preached nothing but peace, and I pray he will be able to do so again.”

In 2009, the Quilliam Foundation, a counter-extremism think-tank, issued an ‘alert’ which stated that Saeed’s 
Scottish Islamic Foundation, since its foundation, had acted to provide a platform for extremist Islamists and 
advocated Muslim Brotherhood-style policies. The Quilliam Foundation further noted that, in 2008, the Scottish 
Islamic Foundation had arranged for Mohammed Sawalha, a fugitive Hamas commander, to meet with the 
Scottish culture minister, Linda Fabiani. An exhaustive investigation into a number of leading charities and their 
links to Government is urgently required. Although the Scottish Government may be convinced it is engaging 
with the Muslim community, in truth it is funding Islamist groups with extremist agendas and ties to terrorism.
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Recently, I had the opportunity to speak with Sam Gonzales, former chief of 
Oklahoma City. He is fully retired and some of you should recall Sam’s handling 
of the bombing of their Federal Building in which 168 people were murdered 
by Timothy McVeigh some 18 years ago. Prior to retirement from local law 
enforcement, Sam was an assistant director of FBI, Homeland Security Institute 
director for Texas A & M and consulted for a national building office managers 
association. Chief Gonzales appears content with his present life, living near both 
of his sons and five grandchildren plus able to walk out his door to a golf course in 
which he plays three times a week. Sam even enjoys our newsletter.

Dick Cashdollar is working with his old friend, Tom Fraser, the newly appointed Compliance Director for the 
city of Oakland, a city that appears to be in a sea of difficulty. The former Public Safety Director for Mobile, 
Alabama and retired ranking officer of the U.S. Coast Guard should be able to navigate such troublesome 
waters.

Speaking of troubled waters, Tony Bouza, a former career Chief in NYPD and some 8 years as Chief of 
Minneapolis PD has just published his 8th book,  “EXPERT WITNESSS” – Breaking the Policemen’s Blue 
code of silence. Chief Bouza may not be everyone’s favorite police chief but he can’t be ignored. Anyone who 
has followed his career is aware of his ability to impress some, annoy others, but never bore you. His latest 
book is based on his experience as an expert witness testifying on behalf of folks “harmed by the police.” This 
immigrant from Spain began at the bottom of the American dream but made his mark on policing in America. 

As someone who had a working relationship with Tony, I often observed his unique ability at times to profess 
his love and devotion for law enforcement, while simultaneously attacking its purpose. His mastery of the 
English language was never lost on his readers. He once wrote that I was a “street intellectual,” I am still not 
sure if that was a complement. Regardless of whether you see yourself as a fan or critic of the chief, you 
should be tempted to read his latest. I intend to.

Someone who definitely has more fans than critics is the U.S. Senate Sergeant of Arms, Terry Gainer.  If you 
tend to watch the political news you should see Terry on TV escorting the President to the Capital to give his 
annual State of the Union address, and all of the President’s to the Capital. Similarly, when ever government 
officials appear before congressional hearings, you see Terry. He is on TV so often that I suspect he has to 
have an Actor’s Equity card. However, his role is a lot more than I have just described. As Sergeant at Arms 
Terry’s elected by the Senate and serves as the protocol and chief law enforcement officer. He is the principal 
administrative manager for most support services in the Senate providing the largest in size of staff and 
budget. Among his listed activities is that he is authorized to arrest and detain any person in violation of Senate 
rules, including the President of the United States. Terry, I would think more than twice about that last guy. 
Given that he possesses a Master’s and a law degree, I am confident he would do the right thing.

Jim Skinner, a member of session 14 is still making his home in Florida. Jim says that while he is not retired he 
will be seeking one more position to keep him engaged another 6 to 8 years. Jim’s wife just began her final 6 
year term on the bench in Miami as a circuit court judge for the state of Florida.

whaT are our members doinG?
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A burial service will be held Friday for Cornelius “Con” Murphy, who is credited with restoring morale and 
helping diversify the San Francisco Police Department in the years following the White Night Riots. He died  
on 9/1/13 in Sonoma. He was 84. Chief Murphy, who was born and raised in Noe Valley, was named Police 
Chief in 1980 by then-Mayor Dianne Feinstein shortly after her election in 1979. He succeeded Charles 
Gain - a department outsider perhaps best known for painting the Police Department’s cars baby blue - at a 
difficult time, said former Mayor Frank Jordan, who was police chief after Murphy. Jordan said Chief Murphy 
managed to “walk a tightrope balance between maintaining the good things Gain did and bringing the 
department back to a way that the troops were happy.” Chief Murphy was appointed at a time when distrust 
was high between the city’s gay community and the Police Department, following the riots that ensued after 
Dan White, who assassinated Mayor George Moscone and Supervisor Harvey Milk, was convicted only of 
involuntary manslaughter. Feinstein, now a U.S. senator, said Chief Murphy “brought tremendous stability to 
the department during a very difficult time in our city’s history. His leadership helped reduce crime, restore the 
public’s trust and make the department better reflect the city it served.” Chief Murphy, she said, “demonstrated 
tremendous leadership skills and set a new standard of success by which all future chiefs should be judged.” 

It is with regret that I announce the former Chicago Superintendent, LeRoy Martin passed away on August 31, 
2013. He served in that position from 1987 to 1992. While I hadn’t seen our colleague in a number of years, 
his pleasant personality and smile immediately surfaced once you were in his company. The Chicago Tribune 
article describes his career and contributions: 

“When he took the helm of the Chicago Police Department in the 1980s, LeRoy Martin made it his mission 
to tackle the city’s growing problems with gangs and drugs. Colleagues said Mr. Martin handled the gang 
violence surge with rugged determination, initiating collaboration with agencies like the FBI and Illinois State 
Police, but he faced intense scrutiny from the media, which questioned whether he and his team could stem 
the violent crime,” said Jeremy Margolis, director of the State Police around the same time Mr. Martin led the 
city department.” He looked the TV reporter in the eye and he said, ‘I have the biggest gang in Chicago, the 
difference is my gang serves the people. We will take care of business.’”

During his police tenure, Mr. Martin became the second African-American to lead the department when 
Mayor Washington named him to the post. Rudy Nimocks, a former department deputy superintendent, said 
he met Mr. Martin in the 1950s when they both worked as city bus drivers, but they both aspired to serve as 
police officers. Mr. Martin left to join the force in 1955. But there were difficulties for African-Americans in the 
department then, Nimocks recalled. “In that era, black officers and white officers were not even assigned to the 
same squad cars, he said. “If you can start at the bottom and go all the way to the top, you know you’ve done 
it well,” Nimocks said. “There’s fierce competition all along the way.” Terry Hillard, also a former Chicago police 
superintendent, said he first met Mr. Martin when he was promoted to lieutenant. “He was a stickler for uniform, 
protocol and professionalism,” and a believer in education and training, saying that was the route to becoming 
“a progressive police department.” Hillard said  Martin sent supervisors to seminars, conferences and training 
exercises across the country to bring back cutting-edge training to the department. He wanted to lower crime, 
but gang violence made that difficult. Still, he countered the issues the city faced by collaborating with other 
agencies. Martin grew frustrated with the expectation that police could solve all of the city’s problems when few 
resources were poured into fighting what caused them: a lack of education, lack of mobility and substandard 
conditions in inner-city schools. Martin’s frustration seemed to become more evident after a trip to China in 
1991. During a radio interview after his return, he criticized the American justice system and  reflected a police 
officer’s point of view resentful of a system that seemed to protect the individual more than the community at 
large. Martin retired in 1992, and became director of public safety for the Chicago Housing Authority though he 
claimed at his retirement that he was going to sit in his driveway and watch everybody go to work. That didn’t 
happen as he later became supervisor of investigators for the Cook County medical examiner’s office and 
also made an unsuccessful bid for Cook County Sheriff in 1998. When Mr. Martin was interviewed by Mayor 
Washington as a candidate for superintendent, he didn’t have the same impressive university background 

resT in Peace
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as some of his challengers. When the mayor asked what he’d bring to the table, LeRoy Martin looked at him 
quickly, but resolutely, and said “Mr. Mayor, I fight crime.” The former Superintendent is survived by his wife 
Maxine, two sons, Ron and LeRoy Jr (one a judge), a daughter, Dawn, and three grandchildren. 

daVe weisz

If we had honorary membership Dave Weisz would be at the top of the list. Dave was a key reason that 
Motorola continued to be a sponsor at our events. Since our inception, the Weisz family included his late father, 
chairman of Motorola, mom, Barbara Weisz, who not only made monetary contributions but was a frequent 
attendee at these annual events. Because some of you shared a friendship with this family, I want to share his 
email.
 
“As you know, I would never miss an NEI  meeting unless there was a very compelling reason. So for only the 
3rd time since 1988 when I attended my first summer meeting, I could not be in Dallas as I was at my youngest 
daughter’s induction ceremony into the National Honor Society. It was too hard to make the plans to do both.  
I heard that Charlie shared some very nice words about the support Motorola and the Weisz family have 
given to NEI and I very much appreciate those comments. For those who were not at the meeting or haven’t 
heard yet, I wish to share with you that after 34+ years with Motorola, I have decided to retire from Motorola 
:) I have been very fortunate to work on so many important programs during my career which allowed me to 
travel extensively throughout the U.S. and Canada as well as quite a few other countries. One of the roles I 
enjoyed the most has been managing the partnerships between the National Executive Institute Associates 
and Motorola!!  Through the many years I have been attending your conferences, it has been my privilege to 
listen to your issues, work alongside you on those not only where our technology could help, have some fun 
along the way, and most of all make friendships that have and always will outlast the time you or I will be at any 
organization.  I cherish that the most. It has been my honor to work so closely with you and I intend to continue 
working in the area of public safety as well as volunteering with charitable organizations such as the National 
Law Enforcement Officers’ Memorial Fund and the Concerns of Police Survivors that I have been assisting with 
through the years.”  

I will be keeping my cell phone number which is 847-404-8189 and my new email effective now is:  
Dave.Weisz@comcast.net

Please call me if I can ever be of any assistance in helping you and your officers keep our communities a safe 
place to live, work, and play. The same goes for those of you who have retired from a position in policing. I 
have told Charlie that I will always be dedicated to supporting public safety and those who must shoulder this 
responsibility and the important associations like NEI who play such a vital role in the success of the mission at 
hand. Hopefully our paths will cross soon. All My Best, Dave Weisz
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WASHINGTON
The Justice Department says the rate of sexual violence against women and girls age 12 or older fell 64 
percent in a decade and has remained stable for five years. In 2010, women and girls nationwide experienced 
about 270,000 rapes or sexual assaults, compared with 556,000 in 1995, according to a Bureau of Justice 
Statistics survey released Thursday. Rates declined from a peak of 5 per 1,000 women in 1995 to 1.8 per 
1,000 women in 2005. The figure remained unchanged from 2005 to 2010.

• In domestic violence bill, long-awaited victory for women’s groups
• After delays and controversy, House approves domestic violence bill
• Brutal gang-rape sparks culture crisis in India

Eleanor Smeal, president of the Feminist Majority, has been working for decades to curb violence against 
women, and she said in an interview that the new study is proof that the newly reauthorized Violence Against 
Women Act and awareness of the problem by police is having a positive impact. Smeal said that now, more 
than ever, “everybody knows that rape and sexual assault are crimes and will be treated as such.” “We have 
a ways to go,” she added. “It is clear there is still too much violence and too many are fearful to report it.” 
Recently, President Barack Obama signed legislation updating the Violence Against Women Act, which funds 
training for police and for judges, strengthening the criminal justice system’s response to crimes against 
women. The plateauing of rapes and sexual assault rates involving women is occurring while violent crime 
rates overall have been heading down. “The rate of rape has stopped declining, while the rate of other violent 
crimes has continued to decline,” said Mary P. Koss, a professor of public health at the University of Arizona. 
Overall, violent crime has fallen by 65 percent since 1993, from 16.8 million to 5.8 million in 2011. The drop 
has been attributed by experts to a variety of factors — from better policing to a reduction in the segment 
of the population that is most crime prone, ages 15 to 24. Koss says some of the same factors explain the 
stabilizing trend in rapes and sexual assault. One commonly held notion about sexual violence proved to be 
accurate. In 3 out of 4 incidents of sexual violence, the offender was a family member, intimate partner, friend 
or acquaintance, the survey found.

Some of you may recall, in 2011 PERF surveyed over 300 police agencies on their policies and practices 
regarding the reporting and investigation of sexual assaults. These survey results were presented at a national 
one-day conference of more than 150 police chiefs, crime victims’ advocates, and officials from the FBI and 
other federal agencies. One of the issues that were aired at this meeting was the weakness of the UCR 
definition of rape, which had not been changed since 1927. A report summarizing this work can be found on 
PERF’s website at http://policeforum.org/library/critical-issues-in-policing-series/SexualAssaulttext_web.pdf.

PERF and the Women’s Law Project, a Philadelphia-based organization with decades of experience regarding 
sexual assault issues, are collaborating with the U.S. Justice Department’s Office on Violence Against Women 
(OVW) to follow up on these issues and help police agencies implement best practices in investigating and 
reporting sexual assaults. This project will test specific strategies in several jurisdictions and result in the 
development of national best practices in police procedures, investigative practices, and reporting of these 
crimes, as well as lessons learned from working with the individual agencies that are implementing these 
changes.

As part of this initiative, PERF is also working with the FBI to provide national-level guidance to police agencies 
as they are working to implement the significant changes to the UCR SRS definition of rape, which were 
announced by Attorney General Holder a little more than a year ago, in January 2012. The old definition was 
“The carnal knowledge of a female forcibly and against her will.” This definition was interpreted as excluding 
a long list of sex offenses that are criminal in most jurisdictions, such as offenses involving oral or anal 
penetration, penetration with objects, and rapes of males. The new UCR definition of rape is: “Penetration, 
no matter how slight, of the vagina or anus with any body part or object, or oral penetration by a sex organ of 
another person, without the consent of the victim.” This new UCR definition became effective on January 1, 
2013.

Possible news iTems of inTeresT
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lone wolf Terrorism

The terrorism threat facing the United States may be vastly understated, as well as inaccurately characterized, 
because so many “failed” terror plots are excluded from the nation’s terror attack databases, new terrorism 
research suggests. You might find the following web site interesting.

http://www.csmonitor.com/USA/2013/0427/Terrorism-in-America-Is-US-missing-a-chance-to-learn-from-failed-
plots?nav=87-frontpage-entryLeadStory

What Motivates the Lone Wolf Terrorist?

National security specialists often say the hardest terrorist to track down is the one who acts alone, who is 
not a member of a terrorist group like al-Qaida. President Barack Obama said much the same thing recently 
when he referred to alleged Boston Marathon bomber Tamerlan Tsarnaev as a self-radicalized “lone wolf” 
terrorist. “Lone wolves” may not have killed as many people as al-Qaida did one day 12 years ago in New York, 
Washington and Pennsylvania, but they have terrorized a lot of Americans. Timothy McVeigh is one example. 
He killed 168 people when he bombed a federal office building in Oklahoma City 18 years ago. Another is 
Ted Kaczynski, the so-called “Unabomber,” who killed three and wounded 23 more in various parts of the 
United States over a 17-year period ending in 1995. McVeigh considered the federal government tyrannical, 
and Kaczynski apparently felt the same way about just about everything in the modern world. Keying off last 
month’s Boston Marathon bombing, al-Qaida’s online magazine, Inspire, predicts that the number of lone wolf 
terror attacks will increase and calls on Muslim youths in the West “to awake the American people from their 
long slumber” and “serve them drinks in the same cup we [Muslims] drink from, the cup of wars and battles, 
explosions and assassinations, deaths and injuries.” Since al-Qaida’s 2001 strikes in New York, Washington 
and Pennsylvania, authorities have reported more than 50 terror attacks in the U.S. alone. So who are these 
terrorists and what drives them to violence?

Common traits

The lone wolf terrorist is generally understood as an individual acting apart from any organized group to commit 
acts of political violence. While no fixed psychological profile has been established to explain the lone actor, 
Bryn Mawr College psychology professor Clark McCauley says that research demonstrates some common 
traits shared by most lone wolves. Nearly all of them have personal and/or political grievances, the perception 
that harm has been done to them or to society, McCauley says. One of the most notorious examples is 
Kaczinski, the so-called Unabomber, who believed that technology was destroying both the environment and 
humanity. McCauley cites the more recent example of the Boston marathon bomber: “He had great ambitions 
and hopes of making his way as a boxing champion and turning pro. And then he was, in his opinion, unjustly 
blocked from this ambition by new rules that said that only citizens… could compete in the Golden Gloves 
championships.” Lone wolves may have become “unfrozen,” McCauley explains, a psychological term for the 
process of disconnecting from loved ones, work and daily routines that might otherwise anchor them against 
radicalization. They may suffer from depression or other mental disorders. “Tsarnaev’s parents moved to 
Dagestan. His younger brother, with whom he was pretty close, moved off to college, and he had no way 
to support himself,” McCauley said. “So the would-be boxing champion was reduced to delivering pizzas, 
occasionally. Meanwhile, he’s got a wife, a child, and his wife is providing most of the regular income to support 
the family, and this is a very uncomfortable and even humiliating situation for a young man from a traditional 
background to be in.” McCauley said that Lone Wolves may also see violence as the ticket to gaining love or 
respect. Tsarnaev traveled to Dagestan, where he hoped to join the jihadists as a means of proving himself. 
“Then he gets brushed off by the militants, who suspect probably that he’s not to be relied upon,” McCauley 
said. “And now what is he going to do? He’s got no way to advance in status…his only remaining alternative is 
to go back and mount an attack in the U.S.”
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Looking for approval 

Thomas “T.J.” Leyden is a former American neo-Nazi who says he grew up in a violent home, where he 
received little attention from his father. “The first time my dad ever told me he loved me was after I beat one of 
my cousins up really severely,” he told VOA. “So when my parents got divorced, I started hanging around on 
the street, and there was this group of these skinhead guys, and the more violent I was … the more affection 
they showed me. It was a perfect extension of my father’s love. So I started adapting their philosophies of ‘You 
gotta be bad; you gotta be tough.’” Leyden joined what was then largest and most violent neo-Nazi group in 
the U.S. While a member, he also joined the U.S. Marine Corps, where he says he learned recruiting skills that 
he could apply to life as a skinhead. “I rose through the ranks and eventually became a regional recruiter. The 
Marines had taught me organizational skills, leadership ability and recruitment techniques. It’s a system called 
‘tear down and rebuild.’ You know, you destroy a kid’s self-esteem, and then as a kid does right, you praise 
him, you glorify him, give him all the praise in the world and, I mean, that kid will do anything for you.” 

Tawfik Hamid is Senior Fellow of Radical Islamic Studies at the Potomac Institute for Policy Studies in 
Washington, D.C. Thirty years ago, as a university student in Egypt, Hamid was recruited into the radical 
Islamic group, Al-Gama’a al-Islamiyya. For him, religious faith made him invulnerable. “And at that time, there 
was a wave of Islamic revival throughout the country. We used to think that even our economic problems, the 
traffic —all the problems that the country was suffering from— we would become rich like Saudi Arabia if we 
would apply Sharia.” Al-Gama’a al-Islamiyya encouraged him to join up, flattering him for his ability to recite the 
Quran. “You are elected, you will be with a powerful group -- at that time, the more religious you were, the more 
respect you won -- and so you are moving in a wave to change the world and everyone is encouraging you…
You feel like God.” After two years, Hamid, disillusioned, left the group and later turned against it. 

Lone Wolves: Few and far between

The lone wolf is particularly effective because he keeps to himself, and law enforcement may not even be 
aware of his existence. Because he does not belong to a group, his communications are less liable to be 
monitored. All of the information the lone wolf needs to plan an attack – from bomb making to travel planning 
-- is readily available on the internet. Lone wolf terrorism is cost effective. It reportedly cost Tamerlan Tsarnaev 
only $400 to implement the Boston bombings. The lone wolf also is unpredictable — he or she can strike at 
any time. And while the attacker may be inspired by the ideology of a radical group, the group itself is not 
directly implicated. But security experts caution the public against being overly fearful of would-be lone world 
terrorists. The good news, they say, is that the rise in lone-wolf terrorism signals that organized jihad is failing. 
Further, they say the lone wolf is a rare phenomenon. While some individuals may dream of taking violent 
action, few individuals possess the skill, discipline and patience to actually follow through on such attacks.
Source: http://www.voanews.com/articleprintview/1678803.html

missouri law adds Job securiTy for Police chiefs

The new law says police chiefs must be given written notice at least 10 business days before a governing 
board’s meeting seeking a termination. And it requires two-thirds approval by that board to dismiss a chief. 

http://www.kansascity.com/2013/07/13/4343369/missouri-law-adds-job-security.html
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Outgoing FCC chairman, Julius Genachowski of the Federal Communications Commission and Harvard 
scholar is making a pitch for private networks to aid public safety. 

As the Boston Marathon bombings unfolded, thousands of anxious people in the region pulled out their mobile 
phones to connect with friends and family — and found that calls couldn’t be placed or received. Rumors 
that officials had shut down these mobile networks for security reasons weren’t true. The system was simply 
overloaded at a time when people needed it most.

Similar problems are likely to arise in the aftermath of other attacks or natural disasters such as earthquakes, 
when networks are overwhelmed by an instantaneous, acute need for large numbers of people to 
communicate at once. Our day-to-day communications networks aren’t always geared to scale up in 
emergencies. At these times, some citizens and companies need help, and others are eager to help — and all 
need to communicate. With some emerging technologies and a little advance coordination, we can harness our 
civic instinct to come together in times of crisis to keep data flowing.

We can start with an idea that needs no additional technology. Many people and companies operate Wi-Fi 
access points. Each of these points—whether used by apartment roommates, Starbucks patrons, or cell 
subscribers who get Wi-Fi “off-load” from their service providers—is connected to the Internet and often 
remains so even if cellular voice and data towers are out or overloaded.

These are tremendous potential resource. They could be preconfigured to allow their owners to quickly fling 
their digital doors wide in times of trouble, channeling a surge of traffic through broadband with a capacity 
naturally greater than that of cellular networks. The same folks who contemplated rushing to a hospital to give 
blood, or merchants who deplete their stores of bottled water without fretting about the cost, can share their 
network access in a way that can make a huge difference to fellow citizens in distress.

When professional responders are performing their vital jobs but others cannot easily communicate, these 
approaches can empower citizens, not-for-profits, and companies, helping them communicate and possibly 
provide other necessary assistance. In this mutual aid configuration, the more people affected, the more 
possibilities there are for those people to contribute resources, helping create a disruption-tolerant, delay-
tolerant network—a form of scaling that is impractical for the traditional model. Our argument isn’t that 
the approach will solve the problem completely. The FCC, other agencies, and the private sector need to 
continue to work on improving network reliability, resilience, and capacity as natural disasters and other crises 
aren’t going away, even as our dependence upon instant communications grows. Whether in the United 
States or elsewhere in the world—where we have seen authoritarian governments seek to disrupt traditional 
communications when they fear their own publics—mainstream consumer hardware and software can become 
a foundation for resilient interaction among people during a crisis and an innovative part of the solution to 
this very real challenge. Both the FCC and Harvard’s Berkman Center for Internet & Society have hosted 
workshops to explore these ideas. 
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Police adVised To Take an acTiVe role To counTer mass aTTacks

The speed and deadliness of mass shootings have prompted police departments to recommend fleeing, hiding 
or fighting in the event of a mass attack, instead of remaining passive and waiting for help. In an analysis of 
84 such shootings, researchers at Texas State University found that the average time it took for the police to 
respond was three minutes. “But about half the attacks are over before the police get there, even when they 
arrive quickly,” said J. Pete Blair, an author of the research. In the absence of a police presence, how victims 
responded often made the difference between life and death, Dr. Blair said. 

http://www.nytimes.com/2013/04/07/us/in-a-shift-police-advise-taking-an-active-role-to-counter-mass-attacks.
html?pagewanted=all:

_____________________

PERF’s new report, “Compstat: Its Origins, Evolution, and Future in Law Enforcement Agencies” is one of 
their latest reports. This report traces how Compstat came into being, how it has changed as it spread to law 
enforcement agencies across the country, and where it’s headed for the future.  

The report, produced with support from the Bureau of Justice Assistance (BJA), is available on PERF’s website 
at http://policeforum.org/library/compstat/Compstat.pdf.

_____________________

As is the case with many PERF reports, this one is interesting because the story is told in the words of police 
executives - including many of those who created Compstat back in the 1990s, or who have adapted it to their 
own agencies. Many of the quotations in this report came from a PERF Executive Session about Compstat 
held in Baltimore back in 2011. After that meeting, PERF staffers conducted site visits to many departments, 
observed their Compstat meetings, and interviewed police leaders about their programs. This report also 
includes the findings of a survey we conducted about Compstat programs.

Begun 20 years ago, Compstat has now become the norm in most police departments. In a profession that has 
seen programs come and go, Compstat has become a part of the institutional DNA of policing. PERF and BJA 
came together to study how this happened.  We found that law enforcement agencies have taken Compstat in 
different directions and to new levels of performance since it was first developed by the New York City Police 
Department. Few policing innovations have been more transformative than Compstat. Compstat changed how 
police view crime problems. Instead of merely responding to crimes after they are committed, police expanded 
their mission to focus on preventing the next crime. Compstat helps to achieve that mission.

I’d like to thank BJA Director Denise O’Donnell for supporting this examination of the impact of Compstat 
as a system for increasing police performance and accountability. And PERF is deeply indebted to all of the 
police chiefs, scholars, and other professionals who attended our Executive Session. Finally, thanks go to the 
police officials who completed the survey we sent out, opened their doors to us for site visits, showed us their 
Compstat programs, and were interviewed for this report. Police chiefs, members of their command staffs, 
crime analysts, and others in these departments were very generous with their time. I hope you will find this 
report interesting and helpful.

Chuck Wexler, Executive Director -Police Executive Research Forum
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are we PrePared for a massiVe cyberaTTack on u.s. sysTems? 

Cybercrime may cost US economy $100 billion, says new study
POLITICS AND GOVERNMENT, ECONOMY, BUSINESS NEWS 
CNBC.com | Monday, 22 Jul 2013 | 3:46 PM ET 

Quick—how much money does cybercrime cost the U.S. economy every year? Don’t know? Neither does 
anyone else. Like other illegal activity, cybercrime is very hard to count because the crime mostly happens in 
secret. Think of the wide-ranging estimates for the drug trade, for example, or even insider trading. 
But the folks at the Center for Strategic and International Studies, bankrolled by the computer security 
firm McAfee, have taken a new approach to tallying up the cybercrime damage, and they’ve generated an 
interesting number. It’s interesting because the new method results in a total estimate for cybercrime that’s 
actually lower than some others—which you wouldn’t expect from a study financed by a company that has a 
vested interest in pointing out just how much cybercrime there is. 

The new study, released Monday, “posits” — or offers an educated guess — that cybercrime creates a $100 
billion annual loss to the U.S. economy, and as many as 508,000 lost jobs as a result. 
(Read more: US charges eight in $45 million cybercrime scheme)

CSIS based this estimate on comparisons with other economic losses, such as car crashes, piracy and 
“pilferage,” which is the term economists use for retail inventory that “falls off the back of the truck,” if you know 
what I mean. 

“Companies accept rates of ‘pilferage’ or ‘inventory shrinkage’ as part of the cost of doing business,” CSIS 
wrote. “For retail companies in the U.S., this falls between 1.5 percent and 2.0 percent of annual sales — one 
2008 estimate put pilferage losses at 1.7 percent.” 

But the problem with using pilferage as a model, CSIS reports, is that “many companies do not know the 
extent of their losses, leading them to make decisions about what is an acceptable loss based on inadequate 
information.” 

Nonetheless, CSIS assumed that the tolerated costs for cybercrime fall somewhere in line with pilferage, car 
crashes and the drug trade, yielding a ceiling for their estimated dollar amount of losses. 

“All good econometrics is at some point based on assumptions,” said Tom Gann, Vice President of 
Government Relations at McAfee. “Other approaches came up with bigger numbers by doing simple surveys of 
firms,” Gann said. “What’s important to us is that we’re getting closer to the truth.” 

Closer, maybe. But McAfee, CSIS and the rest of us still have no way of knowing exactly for sure.

One expert says that the financial system deserves more attention, but others say if the power grid goes down, 
so does everything else. Is there a cyber 9/11 in our future? If so, what is the plan for defense? 
by Taylor Armerding, CSO July 01, 2013

There is no debate in the security community that the nation needs to protect its critical infrastructure (CI) from 
cyber attacks. But not everybody agrees that all infrastructure sectors are equally critical. 

According to the most recent Presidential Policy Directive on cyber security, the U.S. has 16 CI sectors, 
ranging from transportation to energy, food, water, financial services and others. 

But Mark Sparkman, a former CIA officer and now a senior international affairs analyst with the RAND 
Corporation, argued in a recent post on CNN that “cyber Armageddon” scenarios focused on physical 
infrastructure are overblown. Major sections of the U.S., he noted, have gone without electricity and water for 
days or weeks following natural disasters, and life has returned to normal. 
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However, he said, that would not be the case with finance. “Want real chaos? Destroy confidence in the 
banking system (or even a part of it), and just stand back and watch,” he wrote, adding that a major attack that 
manipulated or destroyed the assets of depositors would “establish a new field of warfare and if the attacks 
persist, target nations must be ready to escalate by returning fire at a rate and magnitude that will deter further 
attacks.” 

But that brought a retort from Joe Weiss, an industrial control systems (ICS) expert, who said Sparkman’s post 
simply means that “even former CIA officers don’t understand ICS cyber security.” Weiss, a managing partner 
at Applied Control Solutions, is not arguing that a major attack on the country’s financial system would be 
trivial. But he insists that a similar attack on the power grid would be just as bad, or worse. After all, financial 
institutions need power to operate. As “Marc Blackmer,” a commenter on Weiss’ blog post put it, “If I may point 
out the obvious —no power, no banks.” It is not a given, Weiss said, that life would return to normal in a few 
days or weeks after a major cyber attack on the power grid. “Cyber attacks can damage or destroy critical 
equipment such as transformers, boilers, turbines,” he said. These are custom equipment and many of these 
large components are not even made in the U.S. anymore. A targeted attack against this equipment can cause 
outages of up to nine to 18 months or more.” 

James Lewis, director and senior fellow of the Technology and Public Policy Program at the Center for 
Strategic and International Studies (CSIS), made the same point on the CBS show 60 Minutes in November 
2009, when he told correspondent Steve Kroft, “The big generators that we depend on for electrical power 
are one, expensive, two, no longer made in the U.S., and three, require a lead time of three or four months to 
order them.” “So, it’s not like if we break one, we can go down to the hardware store and get a replacement. If 
somebody really thought about this, they could knock a generator out, they could knock a power plant out for 
months. And that’s the real consequence.” Weiss adds that the power grid equipment supports just about every 
critical service — water, oil and gas systems, manufacturing, telecommunications, transportation and yes, 
banking. 

Sparkman, in an interview, said he had no problem with what Weiss had written. “I just thought that the 
potential for attacks on the financial system needed more attention,” he said. And most in the security 
community think both Sparkman and Weiss have legitimate points. Chris Petersen, CTO and cofounder of Log 
Rhythm, said both are correct, in the sense that both the financial system and ICS need aggressive protection 
from what he called “very severe threats.” He said in many ways the financial system is much more secure 
than ICS since, “from the moment banks were created, their mission was to protect assets. So they’ve been 
working on securing themselves since the beginning. For physical infrastructure, the priority is not security, 
its availability. They don’t operate in a secure mindset because they were never designed that way.” But he 
agrees with Weiss that, as secure as banking systems may be, none of that will matter if the power goes out. 
“It would be like a big, brick building on a foundation of sand,” he said. “A prolonged power outage would be 
catastrophic to the banking system.” Francis Cianfrocca, founder and CEO of Bayshore Networks, said there 
are actually “a lot of points of contact between them (the banking/financial system and the power grid).” And 
he suggested that banks have a direct interest in maintaining the security of the grid. “Who owns a lot of the 
power systems?” he said. “Banks do. They are big-time owners of power generation, so they are very involved 
in their security.” But he, like Petersen, Sparkman and Weiss, agrees that the, “potential for catastrophic 
impact, including loss of life and illness is real and very significant.” How real was demonstrated in 2007 at the 
Idaho National Labs in what was called the Aurora Project, where a cyber attack destroyed a diesel generator. 
“If you can hack into that control system, you can instruct the machine to tear itself apart. And that’s what the 
Aurora test was,” said James Lewis, speaking on 60 Minutes. 

At the time, CNN quoted economist Scott Borg, who produces security data for the federal government, saying 
that if a third of the country lost power for three months, the economic price tag would be $700 billion, or, 
“the equivalent of 40 to 50 large hurricanes striking all at once.” It is not that difficult either, Weiss said, noting 
that much of the hardware in ICS has passwords that are hard-coded and can’t be changed. “This is not to 
say your next-door neighbor could do it,” he said. But smart people could. There are ‘metasploits’ on the web 
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that you can buy that are meant to go after control systems.” Why, then, hasn’t something on the level of a 
“cyber 9/11” happened already? In some nations it has, said Francis Cianfrocca, pointing to the brief war in 
August 2008 between Russia and Georgia, in which Russia used cyber attacks in advance of, and during, it’s 
more conventional kinetic operations. “A key aspect of that was massive destabilization of Georgia’s financial 
structure,” Cianfrocca said. “It included financial, telecom and critical infrastructure and was very successful.” 
Weiss said another complication is that it may be difficult to tell if damage to CI is caused by cyber, and even 
more difficult to tell who actually did it Given all that, some experts say there is still reason for some optimism. 
“There has been a lot of progress in the last five years,” said Chris Petersen. “There are a lot of good people 
in Washington who are focused on it.” Chris Larsen, malware research team leader at Blue Coat, points to 
attacks on banks in South Korea several months ago and notes, “it didn’t cause the end of the world. I haven’t 
read anything since then that says South Korea is back in the Stone Age.” Larsen said there is plenty of reason 
for concern about vulnerabilities, but he doubts that attackers could take down the nation’s entire infrastructure 
in any sector for months at a time. “I think there is some redundancy built into those systems,” he said. At 
present, however, Cianfrocca said the nation’s preparedness, “is not equal to the threat.” While he said there 
is a lot of “very good work being done” in cyber defense, “an attacker only has to be right once, and defenders 
have a very broad perimeter to protect. I’d say there is a two- to three-year gap between the capabilities of the 
attackers and defenders.” 

Cybercrime is affecting local law enforcement as well. When a woman in Pennsylvania reported that someone 
was using her credit card to buy pizzas in Forest Lake, police tracked the deliveries to a local apartment. 
It seemed like a simple case to solve. While at the apartment, however, they found substantial evidence of 
Internet identity theft. The investigation quickly ballooned to involve a five-state crime ring that had victimized 
hundreds of people. Forest Lake police became immersed in more than 400 hours of detective work, and 
now several local, state and federal law enforcement agencies are working together to find all the crooks.” 
Law enforcement has taken a whole new turn, where we’re investigating more identity theft and computer-
related crimes,” said Forest Lake Police Chief Rick Peterson, who cited the case as a textbook example of 
what Minnesota’s law enforcement agencies face these days. “Those crimes have just really increased, not 
only in Forest Lake but all over out there.” The acceleration of financial crimes on the Internet -- where crooks 
wheel and deal almost at will -- is stretching Minnesota’s police agencies to their limits.” These are ongoing 
crimes that are not only local, not only statewide and nationwide, but some are, indeed, worldwide,” said Jeff 
Long, Edina’s police chief and chairman of the Minnesota Financial Crimes Task Force. “They’re getting more 
complex, they’re getting more difficult to prosecute.”Often short of resources for extensive online investigations, 
police agencies are pooling resources, working in partnerships with private companies and scouring their 
departments for computer buffs who can track criminal activity.

“Sometimes, these cases can explode with numerous victims,” Peterson said. About a decade ago, crooks 
began taking the Internet by storm. It was common for them to steal credit card and Social Security numbers 
and hide behind the identities of people, living and dead. Law enforcement authorities say the problem has 
worsened in recent years as criminals discover new ways to bilk people all over the world with a keystroke. 
Today’s practice of fencing stolen goods on eBay.com and Craigslist is a far cry from the days when 
neighborhood crooks tried to sell bicycles and other stolen goods at local pawnshops.

In one recent case, someone in Nigeria set up a phony Web page offering houses for rent in Washington 
County, said County Attorney Pete Orput. To lend authentication, the thief posted a photo of a Stillwater house 
and swiped a resident’s name. The hook? Prospective renters were told to send money for “down payment” on 
the rent.

“It’s been frustrating for all of us in law enforcement that the crooks seem to be getting so sophisticated that 
it’s difficult for us to keep them accountable these days,” said Orput, who’s barnstorming the county on a 
campaign against identity theft. “It’s been really taxing for all police departments, and my office, to stay of top 
of it. Police fight back by pooling resources and often rely on special units at larger departments,” said Dennis 
Flaherty of the Minnesota Police and Peace Officers Association. “Police know the challenges that await when 
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victims report computer-related crimes,” he said. “Obviously, there’s an expectation that something’s going 
to be done,” Flaherty said. “To do nothing is not an option. They’re complicated investigations because you 
have a whole shopping list of fraud crimes that take place on the Internet.” While a growing number of Internet 
criminals steal money, others soil reputations. In a recent social media case, a 27-year-old man was charged 
with 13 felony counts of identity theft after allegedly duping young women into becoming Facebook friends and 
then stealing their photos to post on sex-oriented websites. The Police agencies still break up bar fights, serve 
subpoenas and arrest drunk drivers. But the Internet has allowed even local crimes to go global. Peterson 
expects Internet crime to tax police even more as criminals find new ways to stay ahead of investigations. It is 
definitely a new era for law enforcement, there’s no doubt about it.

Bank robbers don’t rob banks anymore. They don’t need guns, and they don’t wear masks. Instead, they 
hide behind their computer screens and cover their digital tracks. In today’s world, there are multiple ways 
for cybercriminals to make money long before cash is actually transferred out of a bank account. Robbing 
a bank has become one of the last cogs in a much broader operation. Online theft is almost always part of 
a much grander scheme. Though sometimes a high-skilled individual or single group of cybercriminals will 
handle all parts of an operation, most cybercrime is split up into several steps, each handled by a different 
player, according to Vikram Thakur, a principal manager at Symantec Security Response. Most bank account 
thefts begin with a single malware developer who sells malicious software on an underground black market to 
hackers. On those dark channels of the Internet, criminal hackers can buy tools to steal users’ bank account 
credentials, services to bring down websites, or viruses to infect computers. “There’s more variety and more 
choices than me going to my local Costco,” said Raj Samani, a chief technical officer at the security company 
McAfee. It is easier than ever before to find and use these services, Samani said. Hiring a criminal hacker is 
easy, because today’s malware requires hackers to have little technological knowledge to infect hundreds or 
thousands of computers. And some services are fairly cheap. For instance, getting a hold of 1 million email 
addresses can cost just $111. That means there are more and more cybercriminals hoping to get in on an 
operation. 

Once unsuspecting victims’ credentials or bank account information has been collected, hackers may resell 
that data to someone who repackages it in a useful way and redistributes it on the black market. Not all 
information has equal value. Often criminals are looking for credentials of wealthy individuals with accounts at 
financial institutions where they are familiar with the security systems. “All the mature, smart criminals sell the 
goods to somebody else and cut themselves out of the operation, out of the cross hairs,” said Thakur. 
Up to this point in the operation, no money has been stolen -- but thousands or millions of dollars have already 
exchanged hands. The cybercriminal who ultimately buys the bank account information may use it to transfer 
money out -- but that’s a much higher-risk endeavor. At this stage of the heist, cybercriminals may hire a 
“money mule” to increase what distance still exists between them and the act of cashing out. Mules sometimes 
use international wire transfers, make online purchases with stolen credit cards or actually go to the ATM using 
a stolen PIN and a spoofed debit card. Money mules are often given a small share of the takings for their work, 
despite the fact that they’re the easiest targets for law enforcement. “There’s a huge shortage of those people 
because they’re actually at risk of being caught,” said Thakur.
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After reading about threats to your safety and your 
wallet, it’s time for a little walk on the humorous side.

Coffee with the Pope

A Folgers Coffee executive manage to arrange a 
meeting with the Pope at the Vatican. After receiving 
the papal blessing, the Folgers official whispers, 
“Your Eminence, we have an offer for you. Folgers is 
prepared to donate $300 million to the church if you 
change the Lord’s Prayer from, ‘give us this day our 
daily bread,’ to ‘give us this day our daily coffee.’”
 The Pope responds, “That is impossible. The prayer 
is the word of the Lord. It must not be changed.”

The Folgers guy says, “Your Holiness, we at Folgers 
respect your adherence to the faith, but we do have 
one final offer... We will donate $500 million  that’s half 
a billion dollars - to the great Catholic Church if you 
would only change the Lord’s Prayer from, ‘give us 
this day our daily bread to ‘give us this day our daily 
coffee.’ Please consider it.” And he leaves.

The next day the Pope convenes the College of 
Cardinals.

“There is some good news,” he announces, “and 
some bad news. The good news is that the Church 
will come into $500 million.”

“And the bad news, your Holiness?” asks a Cardinal.

“We’re losing the Wonder bread account.”

The Bathtub Test 

During a visit to my doctor, I asked him “How do you 
determine whether or not an older person should be 
put in an old age home?” 

“Well,” he said, “we fill up a bathtub, then we offer a 
teaspoon, a teacup and a bucket to the person and 
ask them to empty the bathtub.” 

“Oh, I understand,” I said, “a normal person would use 
the bucket because it is bigger than the spoon or the 
teacup.”

“No” he said, “a normal person would pull out the 
plug. Do you want a bed near the window?”

Happy Hour 

The old bartender says in a voice that carries across 
the room, “Come on in and let me pour one for you! 
What’ll it be, Gentlemen?”

There seemed to be a fully-stocked bar, so each of 
the men ordered a martini.

In short order, the bartender serves up four iced 
martinis...shaken, not stirred, and says, “That’ll be 10 
cents each, please.”

The four men stare at the bartender for a moment. 
Then look at each other.

They can’t believe their good luck. They pay the 40 
cents, finish their martinis, and order another round.
Again, four excellent martinis are produced with the 
bartender again saying, “That’s 40 cents, please.”

They pay the 40 cents, but their curiosity is more than 
they can stand. They have each had two martinis and 
so far they have spent less than a dollar.

Finally one of the men says, “How can you afford to 
serve martinis as good as these for a dime a piece?”
“I’m a retired tailor from Phoenix,” the bartender said, 
and I always wanted to own a bar. Last year I hit the 
Lottery jackpot for $125 million and decided to open 
this place. Every drink costs a dime...wine, liquor, 
beer, it’s all the same.”

“Wow!!!! That’s quite a story,” says one of the men.

The four of them sipped at their martinis and couldn’t 
help but notice seven other people at the end of the 
bar who didn’t have drinks in front of them, and hadn’t 
ordered anything the whole time they were there.
One man gestures at the seven at the end of the bar 
without drinks and asks the bartender, “What’s with 
them?”

The bartender says, “Oh, they’re all old retired people 
from Florida. They’re waiting for Happy Hour when 
drinks are half price.” 

humour
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Travel Companions

A man and a woman who had never met before, both 
married to other people, found themselves assigned 
to the same sleeping room on a transcontinental train. 

Though initially embarrassed and uneasy over sharing 
a room, they were both very tired and fell asleep 
quickly, he in the upper berth and she in the lower.

At 1: 00 AM, the man leaned down and gently woke 
the woman saying,’Ma’am, I’m sorry to bother you, but 
would you be willing to reach into the closet to get me 
a second blanket? I’m awfully cold.’

‘I have a better idea,’ she replied ‘Just for tonight......
let’s pretend that we’re married’

‘Wow............That’s a great idea!’ he exclaimed..

‘Good,’ she replied................  ‘Get your own Damn 
blanket.’

some PosiTiVe ThouGhTs.  
maybe not that Positive but you wished you said it.

• Where there is a will, I want to be in it. 

• The last thing I want to do is hurt you. But’s it’s still on my list. 

• Since light travels faster than sound, some people appear bright until you hear them speak. 

• If I agreed with you, we’d both be wrong. 

• We never really grow up; we only learn how to act in public. 

• I didn’t say it was your fault, I said I was blaming you. 

• Going to church doesn’t make you a Christian any more than standing in a garage makes you a car. 

• You’re never too old to learn something stupid. 

• You do not need a parachute to skydive. You only need a parachute to skydive twice. 

• I used to be indecisive. Now, I am not so sure.

• Lastly, I am supposed to respect my elders, but it’s getting harder and harder for me to find one now.

Wishes

A guy is walking along a Florida beach when he 
comes across a lamp partially buried in the sand. He 
picks up the lamp and gives it a rub. A genie appears 
and tells him he has been granted one wish.

The guy thinks for a moment and says, “I want to live 
forever.”

“Sorry,” said the genie, “I’m not allowed to grant 
eternal life.”

“OK, then, I want to die after the Democrats balance 
the budget and eliminate the debt.

“You crafty little bastard,” said the genie.
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dick ayres
Executive Director
121 Hawks Nest Drive
Fredericksburg, VA 22405
540.226.1825, ayresclms@verizon.net

for change of address or payment of dues:  

aimee baarz                                           
FBI NEIA Archivist
475 South 300 East                                                                               
P.O. Box 145497                                                                                    
Salt Lake City, UT 84114 – 5497
801. 799. 3801, aimee.baarz@slcgov.com

conTacT informaTion

mcc - fbi neia conference dates 

• mcca fall meeting Philadelphia, Pa. 
Loew’s Philadelphia Hotel 
200 Market Street, Philadelphia, Pa. 19107 
Friday and Saturday, October 18 and 19, 2013 

• fbi national executive institute associates reception 
Sunday, October 20, 2013 
Loew’s Philadelphia Hotel 
6:00 pm - 8:00 pm 

• note: The iacP conference will be held in Philadelphia 
October 20-25, 2013

VisiT The fbi nei associaTes websiTe.
www.neiassociates.org

The FBI NEIA website has the latest information about the NEIA, as well as important member 
information. You can now register for upcoming events, pay your dues, and more online.

charlie connolly
President FBI NEIA, Editor NEIA Connections
3460 Frosty Way – Unit 4, Naples FL 34112
732.730.3471 ( June to December)
239.774.7521 (January to May)
cpcretnypd@aol.com

suggestions for newsletter or to improve communications and submissions of articles:
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2013 – 2014 neia sPonsors
FBI NEIA would like to extend a sincere thanks to all past and current sponsors.

maJor sPonsors

Gold sTar members
Thomas J. Baker Charlie Connolly Frank Michael Hale

Gary L. Penrith Oliver “Buck” Revell Elmer H. Tippett, Jr.

donors/sPonsors

Elly and Stephen Hammerman Jack & Susan Rudin Barbara Weisz
Lee Colwell Rocco Diina Mike Hale

Kathleen Kiernan Pete Lorenz Paul Pastor
Greg Phares Safir Rosetti Robert Slotter

Richard Stumpf

sPonsors

3M Company ACS State & 
Local Solutions Inc. A-T Solutions

Baker Associates Bridgestone America Inc. Carco Group, Inc
Choice Point Comcast Dunbar Armored

Hogan-Penrith Foundation Knowledge Computing Corp. Lozick Foundation
M/A - Com Mechanic and Associates, Inc. Northrop Grumman

Property Room US Security Association, Inc. Versaterm
W.L. Gore & Associates


